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Intreduction

A denial of service (DoS) attack is an
attempt to make a computer resource
unavailable to its intended users.




Intheduction

R

e Atypical Sensor Pé’tﬁibrusually has \\
one or more sinks (commanders). They =
/ broadcast commanas to sensors, which

“act upoﬁ those commands. |
o Securit§*=i critical for sensor networks
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IRtheaUCcton

o Sy |
» Broadcast Authe(?tlcﬁtmn sy
e One-way hash chai ~—
s e The sender first selects | ~as I'
‘ the I\ést key in the key chain A

e Then repeatedly performs a one-way hash




Intheduction

e TESLA protocc}l IVSVTde efficient

authenticated broadcast. Howev% =
s TESLA is not designfled for such limited
"""‘computﬁ\g environments. \

o The TESLA-related part of the packet
would be ' | of the
packet.

e It is expensive to store a one-way key




IRtheaUCcton

e Public fkey cry\:)togfaphy\( KC), also known
as asymmetric cryptography P
e Public key encrypt|o‘/n ~~
o D|g|tu?l signatures
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IRtheaUCcton
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e Public key encjrytfaﬁ‘ ) \\

 Only private key -
can decrypt this \ A packet

®
\

packet.

encrypted with
public key

/




IRtheaUCcton
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e Digital signatu'res/ b

encrypted with
private key




Intheduction

— " using 160-bit

elliptic curve ke)/s on ATmega~128 a
/ processor used in cha motes, may f-
‘take as much as o\

o If ever?*nce verifie

the incoming
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e DoS attacks aga’nstﬁﬁé\deat authentication
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ASSUMPLIGNS
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e Allnodes and attackers are . \S/
o Attackers can choose their Iocatqojgs or
s Thelr goal is to of

the nodes;




ASSUMPLIGRS

Attackers do send fake
messages. They:can also forward
authentic messages.
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e proposed scheme;based

oI ERET

. Th|S paper présen{slé“w S
, where sensor nodes determine
/ whether first to verify a message or /
first to forward the message by

e Each node needs;to maintain a
parameter - =il




on PKE

4> — — _/ ) | Hop-count | ENcrypted
authenticatic 3<,y 1<) — P DATA

forwarding first forwarding first 0 data

If fake, w = w/2
Else w = w+1
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on PKE

a_uthenticatic'{ 3<q 1< —
forwarding first forwarding first

Hop- Fake
count | DATA

data

If fake, w = w/2 0=3 message Fake
Else w = w+1 BS
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Simulation
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SImulation

e

L sensor nodes are randomly \s/
deployed into an area of %20

o

/ _oh_‘_____'l"he tFansmissiqn ra)wge of sensor (
nodes set as : \
_—
e It takes

a node to
authenti -




Simulation

—B- Portion of nodes recv faked packets
—©~ Portion of nodes fwd faked packets

10
numFakeMsg : numAuthMsg

19




Simulation

—
—B- Dynamic window scheme
—7— Authentication—first scheme
—— Forwarding—first scheme
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Average broadcast delay (sec)

10
ratio = numFakeMsg : numAuthMsg
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Simulation

—-=— Num attackers

- N-um attackers =

1
2

- Num attackers = 4

ratio = numFakeMsg : numAuthMsg




conciusions

~ e This paper pre!sen{;é"‘m ” \\
that allows each individual =
/ node to make its own decision on f'

“whether to forward a message first or
verify it first.
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